
BRINGING AN END TO
SECURITY ROADBLOCKS
How Development Teams Can Push Code
Continuously While Prioritizing
Security as a Quality Metric



EXECUT IVE  O VERV IE W

Thanks to approaches like Agile and DevOps, software developers have become exponentially more productive in recent years. But application security 

(AppSec) still requires many manual processes and has not kept up, in either efficiency or effectiveness. When the speed of security lags the speed of 

development, it is no wonder that the average number of serious vulnerabilities per application has not decreased for two decades.1 From a developer’s 

perspective, legacy tools create delays at every turn, creating coding bottlenecks during scans and forcing developers to do extensive manual work to 

answer questionnaires, triage false positives, and identify and remediate vulnerabilities. 

1  “2019 Data Breach Investigations Report,” Verizon, April 2019. 
2  “2019 Data Breach Investigations Report,” Verizon, April 2019.

THE AVERAGE NUMBER OF SERIOUS VULNERABILITIES PER APPLICATION IS 26.7—
THE SAME AS IN 2000.2



Fortunately, there is a better approach that solves the delays to coding caused by traditional AppSec tools and processes. Security instrumentation 

builds security monitoring and response into an application itself, continuously providing insight that developers can actually use to quickly address 

problems. Tools like interactive application security testing (IAST), next-generation open-source security (OSS), and runtime application self-protection 

(RASP) use instrumentation to provide continuous protection throughout the software development life cycle (SDLC). 

Using instrumentation as the basis for an AppSec strategy eliminates the inefficiencies that create roadblocks for the development teams—repeated 

security scans, high false positives, and dealing with non-risky open-source vulnerabilities. It also virtually eliminates false negatives, which can result 

in huge delays to future projects while remediation is performed on applications after they are released in production. As a result, development and 

security teams can become true partners in ensuring the delivery of safe, innovative applications with aggressive timelines.
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ELIMINATING SECURITY SCANS:
SAYING GOODBYE TO A
CONSTANT INTERRUPTION



ONE TEST SHOWED THAT VULNERABILITY SCANS CAN TAKE CODE OFFLINE FOR
AS LONG AS 164 MINUTES.4
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ELIMINATING SECURITY SCANS: SAYING GOODBYE TO A CONSTANT INTERRUPTION

Legacy AppSec tools like static application security testing (SAST) and software composition analysis (SCA) rely on periodic scans, and any 

development work that takes place during the scan period requires a new scan. These scans can be very time-consuming: One test found that 

vulnerability scans can sometimes take more than two and a half hours to complete.3 Scans must be conducted every time changes are made to the 

software, resulting in frequent interruptions to the development process—and often significant delays in the delivery of the application.

Instrumentation eliminates the need to stop development for vulnerability and security scans across the SDLC. Agents inside the application itself 

continuously monitor code and provide code-level feedback that empowers developers to fix problems on the fly. The IAST functionality within an 

3   Michael D. Ernst, et al., “Boolean Formulas for the Static Identification of Injection Attacks in Java,” University of Washington, accessed April 14, 2020.
4   Michael D. Ernst, et al., “Boolean Formulas for the Static Identification of Injection Attacks in Java,” University of Washington, accessed April 14, 2020.

EL IMINAT ING  SECUR ITY  SCANS :  SAY ING  GOODBYE  TO  A  CON S TAN T  I N TERRUPT I ON



“[B]ECAUSE SECURITY IS INTEGRATED INTO THE APPLICATION, SECURITY NO LONGER NEEDS TO 
DISRUPT CODING AND RELEASE CYCLES.”5

03
5   Tim Freestone, “AppSec Instrumentation Addresses AppSec Skills Shortage,” Security Boulevard, March 9, 2020.

ELIMINATING SECURITY SCANS: SAYING GOODBYE TO A CONSTANT INTERRUPTION

instrumentation platform provides more complete and timely identification of vulnerabilities than legacy SAST and dynamic application security testing 

(DAST) tools combined, while OSS keeps a detailed database of all open-source dependencies—without interrupting development work with scans.

To ensure that an instrumentation platform is as effective as possible in eliminating scans and other coding delays, developers should look for an 

integrated platform that provides built-in, automated AppSec across the SDLC. It should support all applications, application programming interfaces 

(APIs), libraries, and frameworks and should provide integrated protection across development servers, test servers, and production servers.
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DOING AWAY WITH FALSE
POSITIVES: RETURNING LOST
TIME TO DEVELOPERS



“AT THE END OF THE DAY, YOUR SECURITY TOOLS NEED TO GIVE YOU LESS, BUT SIGNIFICANT, 
ALERTS THAT CONTAIN THE CORRECT INTELLIGENCE TO BEST INFORM YOUR SECURITY AND
DEVELOPMENT TEAMS.”7
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DOING AWAY WITH FALSE POSITIVES: RETURNING LOST TIME TO DEVELOPERS

Because they scan lines of code without any consideration of how users interact with the software, legacy SAST and SCA tools are notorious for 

false-positive. In fact, the Open Web Application Security Project (OWASP) Benchmark Project finds that the average SAST tool has a nearly 23% 

false-positive rate.6 The result is significant alert fatigue for developers. Every security scan results in wasted time—and delays in pushing code—as 

developers sift through irrelevant and unprioritized alerts. For applications in production, web application firewall (WAF) tools show a similar propensity 

to false positives that can potentially pull developers off their current projects—in addition to impacting security operations (SecOps) productivity—to 

investigate an extraneous alert for an earlier project.

6   “Accurately Assessing AppSec With the OWASP Benchmark Project,” Contrast Security, December 2016.
7   Patrick Spencer, “Accuracy in AppSec is Critical to Reducing False Positives,” Contrast Security, April 8, 2020.

DO ING  AWAY  WITH  FALSE  POS IT IVES :  RETURNING  LOS T  T I M E  TO  DEVEL OPERS
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DOING AWAY WITH FALSE POSITIVES: RETURNING LOST TIME TO DEVELOPERS

Instrumentation virtually eliminates false positives because it takes a totally different approach from legacy AppSec tools. Instead of security testing and 

development operating in separate, asynchronous silos, the two processes run in parallel. Instrumentation weaves sensors into the application that 

watch what happens. Unlike SAST, which simulates a control flow and data flow graph, IAST and RASP leverage the code flow graph that was created 

by the runtime. This provides deep visibility into both the application code and its runtime environment. 

IAST provides direct, real-time vulnerability analysis and threat telemetry—with unparalleled accuracy. Once an application is in production and a 

zero-day attack occurs, RASP provides true self-protection from within the application, providing the same highly accurate telemetry and combining it 

“[RASP] CAN DISTINGUISH BETWEEN ACTUAL ATTACKS AND LEGITIMATE REQUESTS FOR 
INFORMATION, WHICH REDUCES FALSE POSITIVES AND ALLOWS NETWORK DEFENDERS TO 
SPEND MORE OF THEIR TIME COMBATING REAL PROBLEMS AND LESS TIME CHASING DIGITAL 
SECURITY DEAD ENDS.”8

8   John P. Mello Jr., “What is Runtime Application Self-Protection (RASP)?” TechBeacon, accessed April 15, 2020.
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DOING AWAY WITH FALSE POSITIVES: RETURNING LOST TIME TO DEVELOPERS

with policy-based threat response. Instead of relying on pattern matching or behavioral learning, RASP simply watches from inside the running code to 

understand how it is vulnerable.

To achieve the greatest reduction in false positives, developers should look for a security instrumentation solution that uses multiple datasets in its 

continuous analysis. Ideally, an IAST tool will combine the best features of SAST, DAST, configuration analysis, and open-source analysis with 

real-time, code-level feedback. 

The best instrumentation solutions also include route intelligence—the analysis of the data movement that takes place when a user interacts with an 

application. Rather than analyzing lines of code, route intelligence maps URLs to code paths that inform developers on how an application is accessed. 

Because it analyzes how real users will interact with the software, route intelligence provides the most complete visibility of the entire application 

attack surface.
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AUTOMATING REMEDIATION
VERIFICATION: ELIMINATING A
TIME-CONSUMING MANUAL PROCESS



“WHEN COMBINED WITH ANALYSIS TECHNIQUES, INTERACTIVE APPLICATION SECURITY TESTING 
CAN IDENTIFY A BROAD RANGE OF POTENTIAL VULNERABILITIES AND CONFIRM CONTROL
EFFECTIVENESS.”9
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AUTOMATING REMEDIATION VERIFICATION: ELIMINATING A TIME-CONSUMING MANUAL PROCESS

Another time-consuming security process that developers must perform is verifying that their fixes to identified vulnerabilities have actually corrected 

the problem. With legacy approaches to AppSec, this is a totally manual—and often frustrating—process that results in further coding delays. 

Developers and SecOps teams must spend valuable time tracing different iterations of code to verify vulnerability remediation.

AU TOMAT ING  REMED IAT ION  VER IF ICAT ION :  EL IM IN AT I N G  A  T I M E- CON S UM I N G
MANUAL  PROCESS

9   “Security and Privacy Controls for Information Systems and Organizations,” National Institute of Standards and Technology (NIST), Draft Special Publication 800-53, March 2020.



“AN APPSEC PLATFORM POWERED BY INSTRUMENTATION ... AUTOMATES VULNERABILITY 
IDENTIFICATION AS WELL AS THE VERIFICATION OF VULNERABILITY REMEDIATION.”10

AUTOMATING REMEDIATION VERIFICATION: ELIMINATING A TIME-CONSUMING MANUAL PROCESS

10  Tim Freestone, “AppSec Instrumentation Addresses AppSec Skills Shortage,” Security Boulevard, March 9, 2020.
10

Instrumentation can address this problem through automation, using both IAST and RASP solutions. After receiving actionable insight from the 

continuous scans that take place in the background, a developer can adjust code and receive immediate feedback as to whether the fix was 

successful. 

Instrumentation platforms that include route intelligence provide even more robust verification feedback for fixes that are identified. This functionality 

can compare successive security assessment results for each application route to ensure that the vulnerability originally discovered on an entry point is 

no longer present. And because route intelligence is employed, remediation verification is automated, even if application source code changes.
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PRIORITIZING OPEN-SOURCE
VULNERABILITIES: ELIMINATING
NEEDLESS MANUAL WORK



USE OF OPEN-SOURCE CODE BY DEVELOPERS GREW BY 40% IN A SINGLE YEAR.14

12

PRIORITIZING OPEN-SOURCE VULNERABILITIES: ELIMINATING NEEDLESS MANUAL WORK

11    Amy DeMartine and Jennifer Adams, “Application Security Market Will Exceed $7 Billion By 2023,” Forrester, updated March 29, 2019.
12    Liam Tung, “Open-source Security: This is Why Bugs in Open-source Software Have Hit a Record High,” ZDNet, March 13, 2020.
13    Roger A. Grimes, “Are Zero-day Exploits the New Norm?” CSO, February 21, 2019.
14    Amy DeMartine and Jennifer Adams, “Application Security Market Will Exceed $7 Billion by 2023,” Forrester, updated March 29, 2019.

PR IOR IT IZ ING  OPEN-SOURCE  VULNERAB IL IT IES :  EL I M I N AT I N G  N EEDL ES S
MANUAL  WORK

The development community is driving further efficiencies through an increased use of open-source code. In fact, Forrester recently found a 40% jump 

in the use of open-source code in one year.11 At the same time, the number of vulnerabilities identified in open-source code is skyrocketing at an 

unprecedented clip.12 Having to track down huge numbers of Common Vulnerabilities and Exposures (CVEs) is a major time sink for developers, and the 

vast majority of them are not risky. In fact, only 0.6% of CVEs are ever exploited in the wild.13  



ONLY 0.6% OF ALL CVES ARE EVER EXPLOITED IN THE WILD.15

13
15   Roger A. Grimes, “Are Zero-day Exploits the New Norm?” CSO, February 21, 2019.

PRIORITIZING OPEN-SOURCE VULNERABILITIES: ELIMINATING NEEDLESS MANUAL WORK

Instrumentation solves this problem by providing deep insights into open-source dependencies and the level of risk actually posed by specific 

open-source vulnerabilities. The OSS solution in an instrumentation platform continuously maintains a detailed database of open-source dependencies 

and tracks newly discovered CVEs that might cause problems in an application. 

The best OSS solutions also analyze which vulnerabilities found in a code scan are actually used by the application, eliminating a set of CVEs that pose 

zero risk to an organization. Developers should also seek a solution that enables custom policies across the SDLC, and has the ability to block attacks 

at runtime.

This risk management-based approach to open-source vulnerabilities, combined with real-time intelligence from the IAST platform, virtually eliminate 

coding delays for developers resulting from open-source vulnerabilities. The vulnerabilities that truly pose a risk are identified early and rise to the top 

of the list, where they can be addressed in near real time.
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AVOIDING FALSE NEGATIVES:
ESCAPING HUGE DELAYS
LATER ON



THE COST OF REMEDIATING A VULNERABILITY IN AN APPLICATION IN PRODUCTION IS 100X MORE 
THAN WITH VULNERABILITIES ADDRESSED DURING THE DESIGN PHASE.18

15

AVOIDING FALSE NEGATIVES: ESCAPING HUGE DELAYS LATER ON

False negatives are ticking time bombs that are destined to blow up at a later date, and legacy AppSec tools are notorious for missing vulnerabilities. 

The OWASP Benchmark Project finds that the overall accuracy score is just 20% for the average SAST solution and only 18% for the average DAST 

tool.16  When these vulnerabilities are discovered—during final testing or in production—they are costly and time-consuming to remediate. For 

applications in production, developers can be pulled off new projects for time-consuming emergency remediation of old ones, resulting in huge delays 

to both. And remediation of vulnerabilities is significantly more time-consuming and expensive at this stage.17 

Instrumentation results in a dramatic reduction in false negatives, again because of the completely different approach it takes compared with legacy 

tools. Instrumentation platforms do continuous scanning and evaluate applications from a variety of angles. Again, instrumentation platforms that 

include route intelligence provide further protection against false negatives, as they analyze an application the way users interact with it.

AVO ID ING  FALSE  NEGAT IVES :  ESCAP ING  HUGE  DELAYS  L ATER  ON

16    Amy DeMartine and Jennifer Adams, “Application Security Market Will Exceed $7 Billion by 2023,” Forrester, updated March 29, 2019.
17    Mukesh Soni, “Defect Prevention: Reducing Costs and Enhancing Quality,” iSixSigma, accessed April 9, 2020.
18    Mukesh Soni, “Defect Prevention: Reducing Costs and Enhancing Quality,” iSixSigma, accessed April 9, 2020.



16

ACHIEVING TRUE DEVSECOPS
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ACHIEVING TRUE DEVSECOPS

Instrumentation is a game changer for developers when it comes to AppSec. Embedding continuous security analysis into an application eliminates 

virtually all the frustrating coding delays that developers have come to expect from security processes. 

This removes the friction that often exists between these two teams, which have historically been measured by different metrics that sometimes had 

them working at cross purposes. Developers can take care of the vast majority of vulnerabilities without the involvement of the security team, removing 

another source of coding delay. The result: more of a partnership between security and development, and more of an integrated approach that could be 

called DevSecOps.

ACH IEV ING  TRUE  DEVSECOPS

“A NEW APPROACH THAT COMBINES SAST, DAST, SOFTWARE COMPOSITION ANALYSIS (SCA), AND 
INTERACTIVE APPLICATION SECURITY TESTING (IAST) BREAKS DOWN THE SILOS SEPARATING
DIFFERENT SECURITY TOOLS AND PROCESSES.”19

19   Tim Freestone, “AppSec Instrumentation Addresses AppSec Skills Shortage,” Security Boulevard, March 9, 2020.



“INSTRUMENTATION-BASED APPLICATION TESTING IMPROVES SECURITY WITHOUT SKILLED
SECURITY STAFF OR THE NEED TO CHANGE CODE.”20

ACHIEVING TRUE DEVSECOPS

18
20   Erik Costlow, “Changing the AppSec Game with Security Instrumentation,” Security Boulevard, April 2, 2020.

With security instrumentation, developers are freed up to focus on what they are good at—innovating and pushing code—with the knowledge that the 

application they deliver will be secure.




